NEJATOI'AM OB UH®OPMAIIMOHHOM BE3ONTACHOCTH

Koraa peus 3axoaut 00 nHGOpMaMOHHON 0€3011aCHOCTH, OOBIYHO MBI
Ha4YMHAeM AyMaTh O KOMIBIOTEPAX, CETAX, HHTEPHETE U Xakepax. Ho mis
o0pazoBaTeIbHOM cpeibl MpobdieMa CTOUT MIUPE: B OTPAXKJACHUU yUalllerocs: OT
uHpOpMAaIUH, KOTOpas MOKET HETaTUBHO MOBJIHATH Ha €ro (HOpMUPOBAaHUE U
pa3BUTHE, TO €CTh O MPOIAraHe Pa3INIHON HAIIPABICHHOCTH.

IHonsitue nHPOPMALTMOHHOI 0€30MMACHOCTH

[Ton nndopmanmoHHOM 0€30MaCHOCTHIO MOHUMAETCS 3aIIUILEHHOCTb
MHPOPMAITMOHHON CHUCTEMBI OT CIyYaitHOTO WJIH MPEeTHaMEpEHHOTO
BMEIIATeIbCTBA, HAHOCSIIETO yIepod BiaieIbliaM N MO0Ib30BaTENIIM
uH(pOpMaIIH.

Ha npakTike BaXXHEHIIMMHU SBJISTFOTCS TPH acTieKTa WHPOPMAIIMOHHON
0€30MMaCHOCTH:

® JIOCTYITHOCTH (BO3MOXKHOCTh 32 pa3yMHOE BpeMs MOy4UTh TPEOyeMyto
UH(GOPMAIIMOHHYIO YCIIYTY);

® IIEJIOCTHOCTH (AKTyaJlbHOCTh M HEIPOTUBOPEYMBOCTH HH(OPMALIHH, €€
3alUIIEHHOCTD OT Pa3pyIIEeHHs U HECAHKIIMOHUPOBAHHOTO U3MEHEHHUS );

¢ KOH(UICHINANBHOCTD (3aIIUTa OT HECAHKIIMOHUPOBAHHOTO MPOYTEHUS ).

Hapymienus 1ocTymHOCTH, IEIOCTHOCTU U KOH(DHUIEHIIMATbHOCTH
UH(GOpPMAIIMH MOTYT OBITh BBI3BAHBI PA3JIMUYHBIMU OIMTACHBIMU BO3/ICHCTBUSIMU Ha
MH(GOPMAIIMOHHBIE KOMITBIOTEPHBIE CUCTEMBI.

OcHoBHbBIE YIpo3bl HHGPOPMALIMOHHOK 0€30MACHOCTH

CoBpemenHasi nH(pOpMaAIMOHHAS CUCTEMA TIPEICTABISIET COOOH CIOKHYIO
CUCTEMY, COCTOAIIYIO U3 OOJBIIIOTO YMCIIa KOMIIOHEHTOB PA3JIMYHON CTETICHU
ABTOHOMHOCTH, KOTOpBIE CBSI3aHBI MEXAY COO0M 1 0OMEHHUBAIOTCS JAHHBIMH.
[IpakTruecku KaKIblii KOMIIOHEHT MOXET MOJIBEPTHYTHCSA BHEIIHEMY
BO3JEHUCTBUIO WU BBIUTHU U3 CTPOsi. KOMITOHEHTBI aBTOMAaTU3UPOBAHHOU
WH(OPMAITMOHHON CUCTEMBI MOYKHO pa3OUTh HA CIAEAYIONINE TPYIIIb:

Annapammuwie cpedcmea. IT0 KOMIBIOTEPHI U UX COCTaBHbBIE YaCTH
(TIporieccopbl, MOHUTOPHI, TEPMUHAIIBI, TIEpU(EPUIHHBIE YCTPOUCTBA — MPUHTEPHI,
KOHTPOJIIEPHI, KaOeu, TUMHUU CBSI3U U T.11.);

Ilpozpammmnoe obecneyenue. 10 NPUOOPETEHHBIE TPOTPAMMBI, UCXO/IHbIE,
00BEKTHBIE, 3aTPy309HBIC MOAYJIU; OTIEPAIIMOHHBIE CUCTEMBI U CUCTEMHBIC
MPOrpaMMbI (KOMITHAIISITOPBI, KOMIOHOBIIUKH | JIP.), YTHJIATHI, THaTHOCTHYECKHEC
MPOTPaMMBI U T.1.;



ﬂaHHble, XpaHUMBIC BPEMCHHO U IOCTOSAHHO, HA JIUCKAX, (1)JI3H_IKaX,
MCYaTHBIC, apXUBbI, CHCTCMHBIC JKYPHAJIbI U T.1.;

Ilepconan. 1lonb3oBaTenu, CUCTEMHBIE aIMUHUCTPATOPBL, IPOTPAMMUCTHI U
Ap.

OnacHble BO3/1€MCTBUS HA KOMITBIOTEPHYIO HH(POPMALTMOHHYIO CUCTEMY
MOYHO MOJIPa3/Ie/INTh HA CIIy4alHbIE U IIPEAHAMEPEHHbIE. AHAIN3 OIbITA
MPOEKTUPOBAHMUSI, U3TOTOBJICHUS U SKCIUTyaTallii UH(OPMAIIMOHHBIX CUCTEM
MOKa3bIBAET, YTO MH(OpPMAIUS OABEPraeTCsl pa3InyHbIM CITy4yalHbIM
BO3JICHCTBUSAM Ha BCEX dTalax IUKJIA )KU3HU cucTeMbl. [IppuunHaMu cirydaliHbIX
BO3/JICHCTBUMN MPH IKCIUTYyaTAllUH MOTYT OBITh:

® aBapUilHbIC CUTYAI[UU U3-3a CTUXUUHBIX OCJICTBUN U OTKIIOUCHUN
BJICKTPOITUTAHHUS;

® OTKa3bl U COOU anmaparypsl;

® OIIMOKM B IPOIrPAMMHOM OOECIICUEHUH;

e omuOKH B paboTe mepcoHaa;

® TIOMEXH B JINHUSX CBSI3U M3-3a BO3JICMCTBUI BHEIITHEW CPEIBI.

[IpeqnaMepeHHbIe BO3ACHCTBHS — 3TO 1I€JICHANPABIICHHBIC ICUCTBUS
HapymuTend. B kauecTBe HapyIIUTENss MOTYT BBICTYATh CIIYKAIllUi, TOCETUTEb,
KOHKYPEHT, HaeMHHK. J[efCTBHS HApYIIUTEN MOTYT OBITh O0YCIIOBICHBI Pa3HBIMU
MOTHBaMU:

HEJIOBOJIbCTBOM CITY’KAILIETO CBOEH Kapbepoii;
B3SITKOM;

JIFOOOIBITCTBOM;

KOHKYPEHTHOM 00pBhOOi;

CTPEMJICHUEM CaMOYTBEPIUTHCS JIFOOOM IIEHOM.

MOXHO COCTaBUTh THIIOTCTHUYCCKYIO MO CIIb ITIOTCHIUAJIbHOI'O HAPYIINTCIIA

o kBaM(PUKANS HAPYIIUTENS HA YPOBHE pa3pabOTUMKa JaHHOW CHUCTEMBI;

® HApYIIUTEIEM MOXKET ObITh KaK IOCTOPOHHEE JIUI0, TAK U 3aKOHHBII
M0JIb30BATEIb CUCTEMBI;

® HAPYIIUTENIO U3BECTHA MHPOPMAIIUS O IPUHIIUIIAX PAOOTHI CUCTEMBI;

® HapYIIUTENTh BRIOWpAET Hanbosee ciradoe 3BeHO B 3aIUTE.

Haubonee pacnpocTpaHeHHBIM U MHOTOOOPa3HBIM BHIOM KOMITBIOTEPHBIX
HapYUIEHHH SBISIETCA HECAHKIIMOHUPOBAHHBIN JOCTYN. HecaHKIIMOHNPOBAHHBIN
JOCTYTI UCTIOJIb3YET JI00YI0 OIIMOKY B CHCTEME 3aIIUThl 1 BO3MOYKEH MPHU
HEpalMOHAJIbHOM BBIOOpPE CPEJICTB 3aLIUThI, UX HEKOPPEKTHON YCTAHOBKE U
HACTPOUKE.



IIpoBenem knaccudukanyio KaHAJIOB HECAHKIIMOHUPOBAHHOIO JOCTYTIA, IO
KOTOPBIM MOKHO OCYHIECTBUTD XMUILEHHUE, U3MEHEHUE WM YHUUTOXKEHUE
uH(pOpMaIu:

Yepes yeiroBeka:

® XWILEHHE HOCUTENeH nH(popMaluu;
® yTeHHe MHPOPMALIMU C SKpaHa WM KIaBUATYpHI;
® yTeHHE MHPOPMALIUH U3 PACTICYATKH.

Yepes nporpammy:

e [iepexBar MapoJiei;
e nemudpoBka 3amuppoBaHHON HHPOPMALUY;
® KOINUpOBaHUE UHPOPMALIUK C HOCUTEIIS.

Yepes anmaparypy:

® MOJAKJIIOYECHHE CHEIHAIbHO Pa3pabOTaHHBIX alllapaTHBIX CPEJICTB,
o0ecrneynBaroIuX J0CTYN K HH(OpMaIuy;

® [epexBaT MOOOYHBIX ATEKTPOMATHUTHBIX U3IYyYEHHUH OT arnmapaTyphl,
JIMHUU CBSI3U, CETEU DJIEKTPOIUTAHUA U T. 1.

Oco0o cienyeT 0OCTaHOBUTHCS Ha yrpo3ax, KOTOPHIM MOT'YT MOABEPraThCs
KOMIIbIOTepHBIE ceTH. OCHOBHAsE 0OCOOEHHOCTD JH000M KOMITBIOTEPHOU CeTH
COCTOUT B TOM, UYTO €€ KOMIIOHEHTBI PacIipeesIeHbl B TpocTpaHcTBe. CBA3b MEKIY
y3JIaMH CETH OCYILECTBIACTCS (PU3NYECKU C TIOMOIIBIO CETEBBIX JIMHUHN U
IPOrPaMMHO € TTOMOIIBI0 MeXaHu3Ma coobmienuid. [Ipu aToM ynpasinsroniue
COOOIIICHHS U TaHHbIE, TIEPEChUIaeMbIe MEXKIY y3JaMH CETH, MePEalOTCs B BUJIE
naketoB oomMeHa. KoMmbIoTEpHBIE CETH XapaKTepHbI TEM, YTO MPOTUB HUX
IPEAIPUHUMAIOT TaK Ha3bIBaeMbI€ yIaJIeHHbIE aTaku. Hapymurens MoxeT
HAXOAMUTHCS 32 THICSYM KWJIIOMETPOB OT aTaKyeMOTO 00BEKTa, MPU ITOM
HaNnaJeHUI0 MOXET MOJABEPTaThCS HE TOJIBKO KOHKPETHBIA KOMITBIOTED, HO U
uHbOopMaIus, IepeIalomascs Mo CETEBIM KaHalaM CBSI3H.

Oobecnieyenre MHGPOPMAUOHHOM 0€30MIACHOCTH

dopmupoBaHue pekuMa HH()OPMAITMOHHOM 0€30MMaCHOCTH — MpobieMa
KOMILIEKCHas. Mepbl 10 €€ PEIIeHUI0 MOKHO MOAPA3AEIUTh Ha MSATh YPOBHEM:

1. 3axonooamenvuwlit. IT0 32aKOHBI, HOPMATUBHBIE aKThl, CTAHIAAPTHI U T.II.
HopmatuBHO-IpaBoBas 60a3za onpeensonas mopsa0K 3aiuThl HHPOPMaIIUN:

2. Mopanbvno-asmuueckuii. BceBO3MOXHbIE HOPMBI ITOBEACHUS,
HECOOII0/IEHHE KOTOPBIX BEAET K MaJICHUIO TPECTHka KOHKPETHOTO YEJIOBEKa MU
[I€JION OpTraHu3aIUH.



3. Aomunucmpamuenwiii. JlefictBus o011ero Xapakrepa, npeanpuHIMaeMble
PYKOBOJICTBOM OpraHu3aluu. TaKuMU JOKYMEHTaMH MOTYT OBITh:

®TIPHKA3 PYKOBOJUTENS O HAa3HAYCHHH OTBETCTBEHHOTO 32
obecrnieueHue nHMOPMaIIMOHHON 0€30MaCcHOCTH;

® JOJDKHOCTHBIE 00SI3aHHOCTH OTBETCTBEHHOTO 3a 00eCIieueHre
uH(OpMaIMOHHON 0€30MacHOCTH;

eTICpPCUCHB 3aIUIAEMbIX HH()OPMAITMOHHBIX PECYPCOB U 0a3 JaHHBIX;

SUHCTPYKIIHS, ONPEACIISIONIas MOPSI0K MPEeIOCTaBICHUS HH(OPMAITIH
CTOPOHHHMM OPTaHM3aIMsIM I10 WX 3alpocaM, a TakKe 10 MpaBaM JOCTYIa K
HEH COTPYHUKOB OpPTaHHU3aIUH.

4. Quzuueckuii. MexaHUYECKHUE, IIEKTPO- U DJIEKTPOHHO-MEXaHUUECKUE
NPENSATCTBUS HA BO3MOXKHBIX MTyTAX NPOHUKHOBEHUS MOTEHIUABHBIX
HapyLIUTEIEH.

5. Annapammno-npocpammnutit (3EKTPOHHBIE YCTPOMCTBA U CHEIIMAIbHbBIE
IPOrpaMMBbl 3aIIUTH HHPOPMALIUH ).

[TpuHsATHIE MEPHI MO CO37]aHUI0 Oe30MacHON MHPOPMAIIMOHHOM CUCTEMBI B
IIKOJIE:

Ob6ecnedena 3aKTa KOMIIBIOTEPOB OT BHEITHUX HECAHKIIMOHUPOBAHHBIX
BO3/ICHCTBUN (KOMIIBIOTEPHBIE BUPYCHI, JIOTHUYECKHEe OOMOBI, aTaKh XaKepoB U T.

1.)

Y cTaHOBIIEH CTPOTHI KOHTPOJIb 3 AJIEKTPOHHOM MOUTOM, oOecrieueH
MIOCTOSIHHBIM KOHTPOJIb 3@ BXOJSIIEH U UCXOASAIIEN KOPPECTTOHICHIINEN.

Y cTaHOBIIEHBI COOTBETCTBYIOLIKE NTApOJIU Ha nepcoHanbHble [1K.

Hcnonb3oBaHbl KOHTEHT-(PUIBTPHI, ISl GUIBTPAIIMU CAWTOB IO UX
COAEPKUMOMY.

EnnHast COBOKYITHOCTB BCEX 3TUX MEP, HAIIPaBJICHHBIX Ha IPOTUBOICHCTBUE
yrpo3am 0€30IaCHOCTH C IIEJIbIO0 CBEICHUS K MUHUMYMY BO3MOYKHOCTH yIepoa,
00pa3yrOT CUCTEMY 3aIHTHI.

CrnenuanncTel, UMEIONINE OTHOINIEHUE K CUCTEME 3aIUThI IOJKHBI
MOJTHOCTBIO MIPEACTABIISITH Ce0€ MPUHITUIIBI €€ PYHKIIMOHUPOBAHUS U B CITy4ae
BO3HUKHOBEHUS 3aTPYAHUTEIIBHBIX CUTYallul aJICKBATHO HA HUX PEarupoBaTh.
[Ton 3ammTo# MOMKHA HAXOAUTHCS BCS cUCTeMa 00paboTKu MHGOPMAITHH.

JIuna, 3aauMaromuecs odecredeHueM HHPOPMAITMOHHON 6€301aCHOCTH,
JIOJKHBI HECTU JIMYHYIO OTBETCTBEHHOCTb.

Hanexnas cuctema 3aliuThl JOJKHA OBITh MOJTHOCTBIO MPOTECTUPOBAHA U
COTrJlacOBaHa. 3alluTa CTaHOBUTCS OoJiee 3PPEeKTUBHON U TMOKOM, €CIu OHA
JOMYCKAaeT U3MEHEHHE CBOUX MapaMeTPOB CO CTOPOHBI AJIMUHUCTPATOPA.



PexoMeHanum 1o oprauu3anuu padorsl B HHPOPMALHOHHOM
NPOCTPAHCTBE

1. Ilepen Hauanom pabOThI HEOOXOIUMO YETKO C(HOPMYIUPOBATH LENb U
BOIIPOC MOUCKA UH(pOpMALUK.

2. XKenarenbHO BbIpaOOTAaTh ONTUMAJIBHBIN aITOPUTM IMOMCKA MHPOPMALIMH B
ceTy IHTepHeT, YTO 3HAUYUTENBHO COKPATUT BPEMS U CUJIbI, 3aTPAYCHHbIC Ha
MTOUCK.

3. 3apaHee yCTaHOBUTH BPEMEHHBIN JIUMUT (2-3 yaca) pabOTHI B
UH(OPMAIIMOHHOM MPOCTPAHCTBE (MMPOCMOTP Teienepenaun, urenue, UHTepHer).

4. Bo BpeMs paboTbl HEOOXOUMO JIeNIaTh epepbiB Ha 5-10 MUHYT 115
CHATHUS (PU3UUECKOTO HAMPSXKEHUS U 3pUTEIbHON HArpy3KH.

5. HeoOxonumo 3Hath 3-4 yrpakHEHHsI 1J1 CHATHSI 3pPUTEIIbHOTO
HANPSDKEHUS U PU3NYECKON yCTaIOCTH.

6. Paborath B XOpOIIIO TPOBETPEHHOM MTOMEIIICHHUH, IIPU ONITUMAIBHOM
OCBEIIEHUHU U B YJIOOHOM mo3e.

7. He CTOMT JIETKOMBICIICHHO 00PAIIaThCs CO CIIaM-TTUCbMaMHU U 3aXOJIMTh Ha
HeOe3omacHbIe BeO-calThl. [[1s1 MHTEpHET-TIPECTYITHUKOB Bbl CTAHOBHUTECH JIETKOM
JI0OBIYENA.

8. HpI/I perucTpan B COMUAJIbHBIX CCTAX, HC YKaSLIBaﬁTG CBOH
INCPCOHAJIBHBIC NAHHBIC, HAIIPUMCP: aApCC UJIN ACHDb POKICHUA.

9. He ucnosib3yiiTe B JIOTUHE WU MapoJie NEpCOHANBHBIE JaHHbIE. Bee 3To
MO3BOJISIET MHTEPHET-NIPECTYMHUKAM MOJYYUTh TaHHBIE JOCTYIA K aKKayHTam
AJICKTPOHHOM MOUTHI, a Takke MHPUIIUPoBaTh noMamraue 11K 15 BKIroueHus ux B
00T-CceTh WJIH JIJISl IOXMINCHUS OAHKOBCKHUX JIAHHBIX POJIUTEIICH.

10. Co3pnaiiTe coOCTBEHHBIN MPOodUIH HA KOMIBIOTEPE, YTOOBI 00€30MACHUTH
uH(MOPMAITNIO, XPAHAIIYIOCS HA HEM.

11. He 3absiBaiite, 4TO (haKkThl, 0 KOTOPBIX BbI Y3HaeTe B IHTepHEeTe, HY)KHO
OUYEHb XOPOIIIO MPOBEPUTH, ECIH BHIOYIETE UCIIOIH30BATh UX B CBOCH JOMAIITHEH
pabore. [{enecoobpa3Ho cpaBHUTH TPU UCTOYHUKA HH(DOPMAITUH, TIPEKIE YEM
pEelIuTh, KAKUM UCTOYHHUKAM MOYKHO JOBEPSTh.

12. O mocToBepHOCTH HH(POPMAIINH, TOMEIIEHHOW Ha CaliTe MOYKHO CYJIUThH
[0 CaMOMY CalTy, y3HaB 00 aBTOpax caira.

13. Pa3memas uadpopmaiuio o cede, CBOMX OJIM3KHX U 3HAKOMBIX Ha
CTpPaHUIAX COLIMAIBHBIX CETEH, CIIPOCUTE MPEIBAPUTEIBHO Pa3pEIICHUE Y TEX, O
KoM OyzeT 3Ta uHhopmauus.



14. He cnenyer pa3MeniaTh Ha CTpaHULIax BeO-caliTOB CBOM (oTorpaduu u
dboTorpadun cBOMX OJU3KUX U 3HAKOMBIX, 32 KOTOPBIE BaM MTOTOM MOXET OBITh
CTBIJTHO.

15. Cobmronaiite mpaBuiia 3TUKH npu ooOueHnn B UuTtepHeTe: rpydbocTh
MPOBOIIMPYET IPYTHX Ha TaKOe K€ MOBECHHE.

16. Mcnons3ys B cBoel paboTe MaTepual, B3SITbIM U3 HHPOPMALIMOHHOTO
UCTOYHMKA (KHHTa, Iepuoandeckas neuats, IHTepHET), cieayeT yka3aTh 3TOT
MCTOYHUK MH(POPMAIUH WU CACNaTh Ha HETO CCHUIKY, €CIIM MaTepHrall ObLIT BAMH
nepepaboTaH.



